
Swanley Town Council 
Civic Centre, St Marys Road, Swanley, Kent, BR8 7BU 

Tel: 01322 611663 
www.swanleytowncouncil.gov.uk  

 
SUMMONS 

 
        Date 1st March 2018 

Dear Member 
 
You are hereby summoned to attend a meeting of the Town Council at the Council 
Chamber, Civic Centre on Wednesday 7th March 2018 at 7:30pm or at the 
conclusion of the public participation session. 
 
XXXXXXX 
XXXXXXX 
 
Mr S Nash 
CEO / Town Clerk 
 
PUBLIC PARTICIPATION  
If required, the meeting will be preceded by a public participation period of up to 15 minutes 
at 7:30pm. Members of the public are also entitled to speak, during the meeting, on agenda 
items with the permission of the Chairman / Mayor 
 
___________________________________________________________________ 
 
RECORDING (AUDIO AND / OR VIDEO OF COUNCIL MEETINGS AND USE OF SOCIAL 
MEDIA 
During this meeting the public are allowed to record the Committee and Officers from the 
front of the public seating area only, providing it does not disrupt the meeting. Any items in 
the exempt Part of an agenda cannot be recorded and no recording device is to be left 
behind. If another member of the public objects to being recorded, the person(s) recording 
must stop doing so until that member of the public has finished speaking. The use of social 
media is permitted, but all members of the public are requested to switch their mobile phone 
devices to silent for the duration of the meeting.  
 
MOBILE PHONES 
Member of the public are reminded that the use of mobile phones (other than on silent) is 
prohibited at Town Council and Committee meetings.  
 

AGENDA  
 
 

1. To receive Apologies for Absence  
 

2. To receive Declarations of Interest 
 

3. To approve as correct the Minutes of the Meeting held on Wednesday 7th February 
2018  

 
4. To receive Minutes of Committees and approve recommendations contained therein 

 

http://www.swanleytowncouncil.gov.uk/


7th February 2018 – Development Control 
24th January 2018 –Policy & Finance  
 

5. LOCAL COUNCIL ETHICAL STANDARDS 
To agree a detailed response to this consultation 
 

6. PRIVACY NOTICES 
To agree the General Privacy Notice and Privacy Notice wording to comply with 
GDPR 
 

7. CONSENT FORM 
To approve the Consent form  
 

8. SUBJECT ACCESS REQUEST FORM 
To approve the Subject Request form  

 
9. Mayors Communication  

To receive such communications as the Town Mayor may desire to lay before the 
Council (Councillors are reminded that no decision making may take place as a result 
of this item) 

 
10. Report from County and District Councillors 

(Councillors are reminded that no decision making may take place as a result of this 
item) 
 

11.  Date of next meeting – 2nd May 2018 
 

12.  Forthcoming Meetings – To note the following dates 
 

21st March 2018 – Development Control 
21st March 2018 – Policy & Finance  
22nd March 2018 – Neighbourhood Plan  
28th March 2018 – Annual Town Meeting   
 
 
If you would like further information on any of the agenda items, please contact Mr 
Steve Nash, on 01322 611663 or snash@swanleytowncouncil.gov.uk  

 
Council Members: 
Mayor Cllr Ball    
Leader Cllr Morris  
Cllr L Dyball (Deputy Mayor, LG) Cllr Horwood (Deputy Leader) Cllr V Southern  
Cllr C Barnes    Cllr Halford     Cllr P Darrington 
Cllr L Gaire    Cllr Scott 
Cllr S Gaire    Cllr Willingale  
Cllr T Searles    Cllr J Barnes 
Cllr M Hogg    Cllr E Komolafe 
   
LG Denotes Leadership Group 

mailto:snash@swanleytowncouncil.gov.uk


Review of Local Government Ethical Standards: Stakeholder Consultation 
 
The Committee on Standards in Public Life is undertaking a review of local government 
ethical standards. 
 
Robust standards arrangements are needed to safeguard local democracy, maintain high 
standards of conduct, and to protect ethical practice in local government. 
 
As part of this review, the Committee is holding a public stakeholder consultation. The 
consultation is open from 12:00 on Monday 29 January 2018 and closes at 17:00 on Friday 
18 May 2018. 
 
Terms of reference 
 
The terms of reference for the review are to: 
 

1. Examine the structures, processes and practices in local government in England for: 
a. Maintaining codes of conduct for local councillors; 
b. Investigating alleged breaches fairly and with due process; 
c. Enforcing codes and imposing sanctions for misconduct; 
d. Declaring interests and managing conflicts of interest; and 
e. Whistleblowing. 

2. Assess whether the existing structures, processes and practices are conducive to 
high standards of conduct in local government; 

3. Make any recommendations for how they can be improved; and 
4. Note any evidence of intimidation of councillors, and make recommendations for any 

measures that could be put in place to prevent and address such intimidation. 
 
The review will consider all levels of local government in England, including town and parish 
councils, principal authorities, combined authorities (including Metro Mayors) and the 
Greater London Authority (including the Mayor of London). 
 
Local government ethical standards are a devolved issue. The Committee’s remit does not 
enable it to consider ethical standards issues in devolved nations in the UK except with the 
agreement of the relevant devolved administrations. However, we welcome any evidence 
relating to local government ethical standards in the devolved nations of the UK, particularly 
examples of best practice, for comparative purposes. 
 
Submissions will be published online alongside our final report, with any contact information 
(for example, email addresses) removed. 
 
Consultation questions 
 
The Committee invites responses to the following consultation questions. 
 
Please note that not all questions will be relevant to all respondents and that submissions do 
not need to respond to every question. Respondents may wish to give evidence about only 
one local authority, several local authorities, or local government in England as a whole.  



Please do let us know whether your evidence is specific to one particular authority or is a 
more general comment on local government in England. 
 
Whilst we understand submissions may be grounded in personal experience, please note 
that the review is not an opportunity to have specific grievances considered. 
 
 
 
a. Are the existing structures, processes and practices in place working to ensure high 

standards of conduct by local councillors? If not, please say why. 
b. What, if any, are the most significant gaps in the current ethical standards regime for 

local government? 
 
Codes of conduct 
 
c. Are local authority adopted codes of conduct for councillors clear and easily 

understood? Do the codes cover an appropriate range of behaviours? What 
examples of good practice, including induction processes, exist? 

d. A local authority has a statutory duty to ensure that its adopted code of conduct for 
councillors is consistent with the Seven Principles of Public Life and that it includes 
appropriate provision (as decided by the local authority) for registering and declaring 
councillors’ interests. Are these requirements appropriate as they stand? If not, 
please say why. 

 
Investigations and decisions on allegations 
 
e. Are allegations of councillor misconduct investigated and decided fairly and with due 

process? 
i. What processes do local authorities have in place for investigating and 

deciding upon allegations? Do these processes meet requirements for due 
process? Should any additional safeguards be put in place to ensure due 
process? 

ii. Is the current requirement that the views of an Independent Person must be 
sought and taken into account before deciding on an allegation sufficient to 
ensure the objectivity and fairness of the decision process? Should this 
requirement be strengthened? If so, how? 

iii. Monitoring Officers are often involved in the process of investigating and 
deciding upon code breaches. Could Monitoring Officers be subject to 
conflicts of interest or undue pressure when doing so? How could Monitoring 
Officers be protected from this risk? 

 
Sanctions 
 
f. Are existing sanctions for councillor misconduct sufficient? 

i. What sanctions do local authorities use when councillors are found to have 
breached the code of conduct? Are these sanctions sufficient to deter 
breaches and, where relevant, to enforce compliance? 



ii. Should local authorities be given the ability to use additional sanctions? If 
so, what should these be? 

 
Declaring interests and conflicts of interest 
 
g. Are existing arrangements to declare councillors’ interests and manage conflicts of 

interest satisfactory? If not please say why. 
i. A local councillor is under a legal duty to register any pecuniary interests (or 

those of their spouse or partner), and cannot participate in discussion or 
votes that engage a disclosable pecuniary interest, nor take any further 
steps in relation to that matter, although local authorities can grant 
dispensations under certain circumstances. Are these statutory duties 
appropriate as they stand? 

ii. What arrangements do local authorities have in place to declare councillors’ 
interests, and manage conflicts of interest that go beyond the statutory 
requirements? Are these satisfactory? If not, please say why. 

 
Whistleblowing 
 
h. What arrangements are in place for whistleblowing, by the public, councillors, and 

officials? Are these satisfactory? 
 
Improving standards 
 
i. What steps could local authorities take to improve local government ethical standards? 
j. What steps could central government take to improve local government ethical 

standards? 
 
Intimidation of local councillors 
 
k. What is the nature, scale, and extent of intimidation towards local councillors? 

i. What measures could be put in place to prevent and address this 
intimidation? 

 
Who can respond? 
 
Anyone with an interest may make a submission. The Committee welcomes submissions 
from members of the public.  
 
However, the consultation is aimed particularly at the following stakeholders, both 
individually and corporately: 
 

● Local authorities and standards committees; 
● Local authority members (for example, Parish Councillors, District Councillors); 
● Local authority officials (for example, Monitoring Officers); 
● Think tanks with an interest or expertise in local government; 
● Academics with interest or expertise in local government; and 
● Representative bodies or groups related to local government. 



How to make a submission 
 
Submissions can be sent either in electronic format or in hard copy. 
 
Submissions must: 

● State clearly who the submission is from, i.e. whether from yourself or sent on behalf 
of an organisation; 

● Include a brief introduction about yourself/your organisation and your reason for 
submitting evidence; 

● Be in doc, docx, rtf, txt, ooxml or odt format, not PDF; 
● Be concise – we recommend no more than 2,000 words in length; and 
● Contain a contact email address if you are submitting by email. 

  
Submissions should: 

● Have numbered paragraphs; and 
● Comprise a single document. If there are any annexes or appendices, these should 

be included in the same document. 
  
It would be helpful if your submission included any factual information you have to offer from 
which the Committee might be able to draw conclusions, and any recommendations for 
action which you would like the Committee to consider. 
  
The Committee may choose not to accept a submission as evidence, or not to publish a 
submission even if it is accepted as evidence. This may occur where a submission is very 
long or contains material which is inappropriate. 
  
Submissions sent to the Committee after the deadline of 17:00 on Friday 18 May 2018 may 
not be considered. 
  
Submissions can be sent: 
1.  Via email to: public@public-standards.gov.uk 
2.  Via post to: 

Review of Local Government Ethical Standards 
Committee on Standards in Public Life 
GC:07 
1 Horse Guards Road 
London 
SW1A 2HQ 

  
If you have any questions, please contact the Committee’s Secretariat by email 
(public@public-standards.gov.uk) or phone (0207 271 2948). 
 
 



                                            

       GENERAL PRIVACY NOTICE 

Your personal data – what is it? 

“Personal data” is any information about a living individual which allows them to be identified from that 
data (for example a name, photographs, videos, email address, or address).  Identification can be 
directly using the data itself or by combining it with other information which helps to identify a living 
individual (e.g. a list of staff may contain personnel ID numbers rather than names but if you use a 
separate list of the ID numbers which give the corresponding names to identify the staff in the first list 
then the first list will also be treated as personal data).  The processing of personal data is governed by 
legislation relating to personal data which applies in the United Kingdom including the General Data 
Protection Regulation (the “GDPR) and other legislation relating to personal data and rights such as the 
Human Rights Act. 

Who are we?  

This Privacy Notice is provided to you by Swanley Town Council which is the data controller for your 
data.  

Other data controllers the council works with: 

• [e.g. other data controllers, such as local authorities    
• Community groups 
• Charities  
• Other not for profit entities  
• Contractors 
• Credit reference agencies] 

We may need to share your personal data we hold with them so that they can carry out their 
responsibilities to the council.  If we and the other data controllers listed above are processing your 
data jointly for the same purposes, then the council and the other data controllers may be “joint data 
controllers” which mean we are all collectively responsible to you for your data. Where each of the 
parties listed above are processing your data for their own independent purposes then each of us will 
be independently responsible to you and if you have any questions, wish to exercise any of your rights 
(see below) or wish to raise a complaint, you should do so directly to the relevant data controller. 

A description of what personal data the council processes and for what purposes is set out in this 
Privacy Notice.   

The council will process some or all of the following personal data where necessary to perform its tasks:  

• Names, titles, and aliases, photographs; 
• Contact details such as telephone numbers, addresses, and email addresses; 
• Where they are relevant to the services provided by a council, or where you provide them to 

us, we may process  information such as gender, age,  marital status, nationality, 
education/work history, academic/professional qualifications, hobbies, family composition, 
and dependants; 

• Where you pay for activities such as use of a council hall, financial identifiers such as bank 
account numbers, payment card numbers, payment/transaction identifiers, policy numbers, 
and claim numbers; 

• The personal data we process may include sensitive or other special categories of personal 
data such as criminal convictions,  racial or ethnic origin, mental and physical health, details of 
injuries, medication/treatment received, political beliefs, trade union affiliation, genetic data, 
biometric data, data concerning and sexual life or orientation. 



How we use sensitive personal data   

• We may process sensitive personal data including, as appropriate: 

- information about your physical or mental health or condition in order to monitor sick 
leave and take decisions on your  fitness for work; 

- your racial or ethnic origin or religious or similar information in order to monitor 
compliance with equal opportunities legislation; 

- in order to comply with legal requirements and obligations to third parties. 

• These types of data are described in the GDPR as “Special categories of data” and require 
higher levels of protection. We need to have further justification for collecting, storing and using 
this type of personal data.  

• We may process special categories of personal data in the following circumstances: 

- In limited circumstances, with your explicit written consent. 

- Where we need to carry out our legal obligations. 

- Where it is needed in the public interest. 

• Less commonly, we may process this type of personal data where it is needed in relation to 
legal claims or where it is needed to protect your interests (or someone else’s interests) and you 
are not capable of giving your consent, or where you have already made the information 
public.  

Do we need your consent to process your sensitive personal data? 

• In limited circumstances, we may approach you for your written consent to allow us to process 
certain sensitive personal data.  If we do so, we will provide you with full details of the personal 
data that we would like and the reason we need it, so that you can carefully consider whether 
you wish to consent.  

The council will comply with data protection law. This says that the personal data we hold about you 
must be: 

• Used lawfully, fairly and in a transparent way. 
• Collected only for valid purposes that we have clearly explained to you and not used in any 

way that is incompatible with those purposes. 
• Relevant to the purposes we have told you about and limited only to those purposes. 
• Accurate and kept up to date. 
• Kept only as long as necessary for the purposes we have told you about. 
• Kept and destroyed securely including ensuring that appropriate technical and security 

measures are in place to protect your personal data to protect personal data from loss, misuse, 
unauthorised access and disclosure. 

We use your personal data for some or all of the following purposes: 

• To deliver public services including to understand your needs to provide the services that you 
request and to understand what we can do for you and inform you of other relevant services; 

• To confirm your identity to provide some services; 
• To contact you by post, email, telephone or using social media (e.g., Facebook, Twitter, 

WhatsApp); 
• To help us to build up a picture of how we are performing;  
• To prevent and detect fraud and corruption in the use of public funds and where necessary for 

the law enforcement functions; 
• To enable us to meet all legal and statutory obligations and powers including any delegated 

functions; 
 
 
• To carry out comprehensive safeguarding procedures (including due diligence and complaints 

handling) in accordance with best safeguarding practice from time to time with the aim of 
ensuring that all children and adults-at-risk are provided with safe environments and generally 
as necessary to protect individuals from harm or injury; 

• To promote the interests of the council;  
• To maintain our own accounts and records; 
• To seek your views, opinions  or comments; 



• To notify you of changes to our facilities, services, events and staff, councillors and other role 
holders;  

• To send you communications which you have requested and that may be of interest to you.  
These may include information about campaigns, appeals, other new projects or initiatives; 

• To process relevant financial transactions including grants and payments for goods and 
services supplied to the council 

• To allow the statistical analysis of data so we can plan the provision of services. 
Our processing may also include the use of CCTV systems for the prevention and prosecution of crime.  

What is the legal basis for processing your personal data? 

The council is a public authority and has certain powers and obligations.  Most of your personal data is 
processed for compliance with a legal obligation which includes the discharge of the council’s 
statutory functions and powers.  Sometimes when exercising these powers or duties it is necessary to 
process personal data of residents or people using the council’s services.   We will always take into 
account your interests and rights.  This Privacy Notice sets out your rights and the council’s obligations to 
you. 

We may process personal data if it is necessary for the performance of a contract with you, or to take 
steps to enter into a contract.  An example of this would be processing your data in connection with 
the use of sports facilities, or the acceptance of an allotment garden tenancy 

Sometimes the use of your personal data requires your consent. We will first obtain your consent to that 
use. 

Sharing your personal data 

This section provides information about the third parties with whom the council may share your personal 
data.  These third parties have an obligation to put in place appropriate security measures and will be 
responsible to you directly for the manner in which they process and protect your personal data. It is 
likely that we will need to share your data with some or all of the following (but only where necessary): 

• The data controllers listed above under the heading “Other data controllers the council works 
with”; 

• Our agents, suppliers and contractors. For example, we may ask a commercial provider to 
publish or distribute  newsletters on our behalf, or to maintain our database software; 

• On occasion, other local authorities or not for profit bodies with which we are carrying out joint 
ventures e.g. in relation to facilities or events for the community.  

How long do we keep your personal data? 

We will keep some records permanently if we are legally required to do so.  We may keep some other 
records for an extended period of time. For example, it is currently best practice to keep financial 
records for a minimum period of 8 years to support HMRC audits or provide tax information.  We may 
have legal obligations to retain some data in connection with our statutory obligations as a public 
authority.  The council is permitted to retain data in order to defend or pursue claims.  In some cases 
the law imposes a time limit for such claims (for example 3 years for personal injury claims or 6 years for 
contract claims).  We will retain some personal data for this purpose as long as we believe it is 
necessary to be able to defend or pursue a claim.  In general, we will endeavour to keep data only for 
as long as we need it.  This means that we will delete it when it is no longer needed. 

Your rights and your personal data   

You have the following rights with respect to your personal data: 

When exercising any of the rights listed below, in order to process your request, we may need to verify 
your identity for your security.  In such cases we will need you to respond with proof of your identity 
before you can exercise these rights. 

1) The right to access personal data we hold on you 
• At any point you can contact us to request the personal data we hold on you as well as why 

we have that personal data, who has access to the personal data and where we obtained 
the personal data from.  Once we have received your request we will respond within one 
month.  



• There are no fees or charges for the first request but additional requests for the same personal 
data or requests which are manifestly unfounded or excessive may be subject to an 
administrative fee.  

2) The right to correct and update the personal data we hold on you 
• If the data we hold on you is out of date, incomplete or incorrect, you can inform us and your 

data will be updated.  

3) The right to have your personal data erased 
• If you feel that we should no longer be using your personal data or that we are unlawfully using 

your personal data, you can request that we erase the personal data we hold.  
• When we receive your request we will confirm whether the personal data has been deleted or 

the reason why it cannot be deleted (for example because we need it for to comply with a 
legal obligation).  

4) The right to object to processing of your personal data or to restrict it to certain purposes only 
• You have the right to request that we stop processing your personal data or ask us to restrict 

processing. Upon receiving the request we will contact you and let you know if we are able to 
comply or if we have a legal obligation to continue to process your data.  

5) The right to data portability 
• You have the right to request that we transfer some of your data to another controller. We will 

comply with your request, where it is feasible to do so, within one month of receiving your 
request. 

6) The right to withdraw your consent to the processing at any time for any processing of data to 
which consent was obtained 

• You can withdraw your consent easily by telephone, email, or by post (see Contact Details 
below). 

7) The right to lodge a complaint with the Information Commissioner’s Office.  
• You can contact the Information Commissioners Office on 0303 123 1113 or via email 

https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, 
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF. 

Transfer of Data Abroad 

Any personal data transferred to countries or territories outside the European Economic Area (“EEA”) 
will only be placed on systems complying with measures giving equivalent protection of personal rights 
either through international agreements or contracts approved by the European Union.  Our website is 
also accessible from overseas so on occasion some personal data (for example in a newsletter) may 
be accessed from overseas.  

Further processing 

If we wish to use your personal data for a new purpose, not covered by this Privacy Notice, then we will 
provide you with a new notice explaining this new use prior to commencing the processing and setting 
out the relevant purposes and processing conditions.  Where and whenever necessary, we will seek 
your prior consent to the new processing. 

Changes to this notice 

We keep this Privacy Notice under regular review and we will place any updates on this web page 
www.swanleytowncouncil.gov.uk.  This Notice was last updated in February 2018. 

Contact Details 

Please contact us if you have any questions about this Privacy Notice or the personal data we hold 
about you or to exercise all relevant rights, queries or complaints at: 

The Data Controller, Swanley Town Council, Civic Centre, St Marys Road, Swanley, KENT, BR8 7BU 

Email: snash@swanleytowncouncil.gov.uk  
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PRIVACY NOTICE 

For staff*, councillors and Role Holders** 

 
*“Staff” means employees, workers, agency staff and those retained on a temporary or permanent 
basis 

**Includes, volunteers, contractors, agents, and other role holders within the council including former 
staff*and former councillors.  This also includes applicants or candidates for any of these roles.   

 

Your personal data – what is it? 

“Personal data” is any information about a living individual which allows them to be identified from that 
data (for example a name, photograph, video, email address, or address). Identification can be 
directly using the data itself or by combining it with other information which helps to identify a living 
individual (e.g. a list of staff may contain personnel ID numbers rather than names but if you use a 
separate list of the ID numbers which give the corresponding names to identify the staff in the first list 
then the first list will also be treated as personal data). The processing of personal data is governed by 
legislation relating to personal data which applies in the United Kingdom including the General Data 
Protection Regulation (the “GDPR”) and other legislation relating to personal data and rights such as 
the Human Rights Act. 

Who are we?  

This Privacy Notice is provided to you by Swanley Town Council which is the data controller for your 
data.  

The council works together with: 

• Other data controllers, such as local authorities, public authorities, central government and 
agencies such as HMRC and DVLA  

• Staff pension providers 
• Former and prospective  employers 
• DBS services suppliers 
• Payroll services providers 
• Recruitment Agencies 
• Credit reference agencies 
 
We may need to share personal data we hold with them so that they can carry out their responsibilities 
to the council and our community.  The organisations referred to above will sometimes be “joint data 
controllers”. This means we are all responsible to you for how we process your data where for example 
two or more data controllers are working together for a joint purpose.  If there is no joint purpose or 
collaboration then the data controllers will be independent and will be individually responsible to you. 
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The council will comply with data protection law. This says that the personal data we hold about you 
must be: 

• Used lawfully, fairly and in a transparent way. 
• Collected only for valid purposes that we have clearly explained to you and not used in any 

way that is incompatible with those purposes. 
• Relevant to the purposes we have told you about and limited only to those purposes. 
• Accurate and kept up to date. 
• Kept only as long as necessary for the purposes we have told you about. 
• Kept and destroyed securely including ensuring that appropriate technical and security 

measures are in place to protect your personal data to protect personal data from loss, misuse, 
unauthorised access and disclosure. 

What data do we process?  

• Names, titles, and aliases, photographs. 
• Start date / leaving date 
• Contact details such as telephone numbers, addresses, and email addresses. 
• Where they are relevant to our  legal obligations, or where you provide them to us, we may 

process  information such as gender, age, date of birth, marital status, nationality, 
education/work history, academic/professional qualifications, employment details, hobbies, 
family composition, and dependants. 

• Non-financial identifiers such as passport numbers, driving licence numbers, vehicle registration 
numbers, taxpayer identification numbers, staff identification numbers, tax reference codes, 
and national insurance numbers.  

• Financial identifiers such as bank account numbers, payment card numbers, 
payment/transaction identifiers, policy numbers, and claim numbers. 

• Financial information such as National Insurance number, pay and pay records, tax code, tax 
and benefits contributions, expenses claimed.  

• Other operational personal data created, obtained, or otherwise processed in the course of 
carrying out our activities, including but not limited to, CCTV footage, recordings of telephone 
conversations, IP addresses and website visit histories, logs of visitors, and logs of accidents, 
injuries and insurance claims. 

• Next of kin and emergency contact information  
• Recruitment information (including copies of right to work documentation, references and 

other information included in a CV or cover letter or as part of the application process and 
referral source (e.g. agency, staff  referral)) 

• Location of employment or workplace. 
• Other staff data (not covered above) including; level, performance management information, 

languages and proficiency; licences/certificates, immigration status; employment status; 
information for disciplinary and grievance proceedings; and personal biographies. 

• CCTV footage and other information obtained through electronic means such as swipecard 
records. 

• Information about your use of our information and communications systems. 

We use your personal data for some or all of the following purposes: - 

Please note: We need all the categories of personal data in the list above primarily to allow us to 
perform our contract with you and to enable us to comply with legal obligations.  

• Making a decision about your recruitment or appointment. 
• Determining the terms on which you work for us. 
• Checking you are legally entitled to work in the UK. 
• Paying you and, if you are an employee, deducting tax and National Insurance contributions. 
• Providing any contractual benefits to you 
• Liaising with your pension provider. 
• Administering the contract we have entered into with you. 
• Management and planning, including accounting and auditing. 
• Conducting performance reviews, managing performance and determining performance 

requirements. 
• Making decisions about salary reviews and compensation. 
• Assessing qualifications for a particular job or task, including decisions about promotions. 
• Conducting grievance or disciplinary proceedings. 
• Making decisions about your continued employment or engagement. 
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• Making arrangements for the termination of our working relationship. 
• Education, training and development requirements. 
• Dealing with legal disputes involving you, including accidents at work. 
• Ascertaining your fitness to work. 
• Managing sickness absence. 
• Complying with health and safety obligations. 
• To prevent fraud. 
• To monitor your use of our information and communication systems to ensure compliance with 

our IT policies. 
• To ensure network and information security, including preventing unauthorised access to our 

computer and electronic communications systems and preventing malicious software 
distribution. 

• To conduct data analytics studies to review and better understand employee retention and 
attrition rates. 

• Equal opportunities monitoring. 
• To undertake activity consistent with our statutory functions and powers including any 

delegated functions.  
• To maintain our own accounts and records; 
• To seek your views or comments; 
• To process a job application; 
• To administer councillors’ interests 
• To provide a reference. 
Our processing may also include the use of CCTV systems for monitoring purposes.  

Some of the above grounds for processing will overlap and there may be several grounds which justify 
our use of your personal data. 

We will only use your personal data when the law allows us to. Most commonly, we will use your 
personal data in the following circumstances: 

• Where we need to perform the contract we have entered into with you. 
• Where we need to comply with a legal obligation. 

We may also use your personal data in the following situations, which are likely to be rare: 

• Where we need to protect your interests (or someone else’s interests). 
• Where it is needed in the public interest [or for official purposes]. 
 
How we use sensitive personal data   

• We may process sensitive personal data relating to staff, councillors and  role holders including, 
as appropriate: 

- information about your physical or mental health or condition in order to monitor sick 
leave and take decisions on your  fitness for work; 

- your racial or ethnic origin or religious or similar information in order to monitor 
compliance with equal opportunities legislation; 

- in order to comply with legal requirements and obligations to third parties. 

• These types of data are described in the GDPR as “Special categories of data” and require 
higher levels of protection. We need to have further justification for collecting, storing and using 
this type of personal data.  

• We may process special categories of personal data in the following circumstances: 

- In limited circumstances, with your explicit written consent. 

- Where we need to carry out our legal obligations. 

- Where it is needed in the public interest, such as for equal opportunities monitoring or 
in relation to our pension scheme. 

- Where it is needed to assess your working capacity on health grounds, subject to 
appropriate confidentiality safeguards. 

• Less commonly, we may process this type of personal data where it is needed in relation to 
legal claims or where it is needed to protect your interests (or someone else’s interests) and you 



GDPR PRIVACY 1/2018  
 

are not capable of giving your consent, or where you have already made the information 
public.  

Do we need your consent to process your sensitive personal data? 

• We do not need your consent if we use your sensitive personal data in accordance with our 
rights and obligations in the field of employment and social security law.  

• In limited circumstances, we may approach you for your written consent to allow us to process 
certain sensitive personal data.  If we do so, we will provide you with full details of the personal 
data that we would like and the reason we need it, so that you can carefully consider whether 
you wish to consent.  

• You should be aware that it is not a condition of your contract with us that you agree to any 
request for consent from us. 
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Information about criminal convictions   

• We may only use personal data relating to criminal convictions where the law allows us to do 
so. This will usually be where such processing is necessary to carry out our obligations and 
provided we do so in line with our data protection policy. 

• Less commonly, we may use personal data relating to criminal convictions where it is necessary 
in relation to legal claims, where it is necessary to protect your interests (or someone else’s 
interests) and you are not capable of giving your consent, or where you have already made 
the information public. 

• Where appropriate, we will collect personal data about criminal convictions as part of the 
recruitment process or we may be notified of such personal data directly by you in the course 
of you working for us.  

What is the legal basis for processing your personal data? 

Some of our processing is necessary for compliance with a legal obligation.   

We may also process data if it is necessary for the performance of a contract with you, or to take steps 
to enter into a contract.   

We will also process your data in order to assist you in fulfilling your role in the council including 
administrative support or if processing is necessary for compliance with a legal obligation. 

Sharing your personal data 

Your personal data will only be shared with third parties including other data controllers where it is 
necessary for the performance of the data controllers’ tasks or where you first give us your prior 
consent.  It is likely that we will need to share your data with: 

• Our agents, suppliers and contractors. For example, we may ask a commercial provider to 
manage our HR/ payroll functions , or to maintain our database software; 

• Other persons or organisations operating within local community. 
• Other data controllers, such as local authorities, public authorities, central government and 

agencies such as HMRC and DVLA  
• Staff pension providers 
• Former and prospective  employers 
• DBS services suppliers 
• Payroll services providers 
• Recruitment Agencies 
• Credit reference agencies 
• Professional advisors 
• Trade unions or employee representatives 
 
How long do we keep your personal data? 

We will keep some records permanently if we are legally required to do so.  We may keep some other 
records for an extended period of time. For example, it is currently best practice to keep financial 
records for a minimum period of 8 years to support HMRC audits or provide tax information.  We may 
have legal obligations to retain some data in connection with our statutory obligations as a public 
authority.  The council is permitted to retain data in order to defend or pursue claims.  In some cases 
the law imposes a time limit for such claims (for example 3 years for personal injury claims or 6 years for 
contract claims).  We will retain some personal data for this purpose as long as we believe it is 
necessary to be able to defend or pursue a claim.  In general, we will endeavour to keep data only for 
as long as we need it.  This means that we will delete it when it is no longer needed. 

Your responsibilities  

It is important that the personal data we hold about you is accurate and current. Please keep us 
informed if your personal data changes during your working relationship with us. 

Your rights in connection with personal data 

You have the following rights with respect to your personal data: - 



GDPR PRIVACY 1/2018  
 

When exercising any of the rights listed below, in order to process your request, we may need to verify 
your identity for your security.  In such cases we will need you to respond with proof of your identity 
before you can exercise these rights. 

1. The right to access personal data we hold on you 
• At any point you can contact us to request the personal data we hold on you as well as why 

we have that personal data, who has access to the personal data and where we obtained 
the personal data from.  Once we have received your request we will respond within one 
month.  

• There are no fees or charges for the first request but additional requests for the same personal 
data or requests which are manifestly unfounded or excessive may be subject to an 
administrative fee. 

2. The right to correct and update the personal data we hold on you 
• If the data we hold on you is out of date, incomplete or incorrect, you can inform us and your 

data will be updated.  

3. The right to have your personal data erased 
• If you feel that we should no longer be using your personal data or that we are unlawfully using 

your personal data, you can request that we erase the personal data we hold.  
• When we receive your request we will confirm whether the personal data has been deleted or 

the reason why it cannot be deleted (for example because we need it for to comply with a 
legal obligation).  

4. The right to object to processing of your personal data or to restrict it to certain purposes only 
• You have the right to request that we stop processing your personal data or ask us to restrict 

processing. Upon receiving the request we will contact you and let you know if we are able to 
comply or if we have a legal obligation to continue to process your data.  

5. The right to data portability 
• You have the right to request that we transfer some of your data to another controller. We will 

comply with your request, where it is feasible to do so, within one month of receiving your 
request. 

6. The right to withdraw your consent to the processing at any time for any processing of data to 
which consent was obtained 

• You can withdraw your consent easily by telephone, email, or by post (see Contact Details 
below). 

7. The right to lodge a complaint with the Information Commissioner’s Office.  
• You can contact the Information Commissioners Office on 0303 123 1113 or via email 

https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, 
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF. 

Transfer of Data Abroad 

Any personal data transferred to countries or territories outside the European Economic Area (“EEA”) 
will only be placed on systems complying with measures giving equivalent protection of personal rights 
either through international agreements or contracts approved by the European Union. Our website is 
also accessible from overseas so on occasion some personal data (for example in a newsletter) may 
be accessed from overseas. 

Further processing 

If we wish to use your personal data for a new purpose, not covered by this Privacy Notice, then we will 
provide you with a new notice explaining this new use prior to commencing the processing and setting 
out the relevant purposes and processing conditions.  Where and whenever necessary, we will seek 
your prior consent to the new processing, if we start to use your personal data for a purpose not 
mentioned in this notice. 

Changes to this notice 

We keep this Privacy Notice under regular review and we will place any updates on this web page 
www.swanleytowncouncil.gov.uk.  This Notice was last updated in February 2018. 
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Contact Details 

Please contact us if you have any questions about this Privacy Notice or the personal data we hold 
about you or to exercise all relevant rights, queries or complaints at: 

The Data Controller, Swanley Town Council, The Civic Centre, St Marys Road, Swanley, KENT, BR8 7BU 

Email: snash@swanleytowncouncil.gov.uk  

You can contact the Information Commissioners Office on 0303 123 1113 or via email 
https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, Wycliffe House, 
Water Lane, Wilmslow, Cheshire SK9 5AF. 

mailto:snash@swanleytowncouncil.gov.uk
https://ico.org.uk/global/contact-us/email/
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Change Detail of Change Impact of Change 

Record Keeping Each Data Controller must 
maintain a record of processing 
activities under its responsibility.  
Data Processors must also keep a 
record of the processing activities 
they carry out on behalf of a Data 
Controller. 

The level of detail is the same as 
contained in an ICO registration 
/ notification at present and the 
log can be requested at any 
time by the ICO.  See Error! 
Reference source not found. for 
a template of the log councils 
should keep. 

Privacy Notices Under the GDPR, privacy notices 
must contain more information, be 
more transparent, use clear and 
plain language, and must be easily 
accessible.   

Privacy notices will need to be 
reviewed and updated to make 
them clearer, more transparent 
and easily accessible.  See Error! 
Reference source not found. 

Consent The way consent is obtained will 
change under the GDPR as 
individuals have more rights to 
decide how their data is 
processed.  Where processing 
personal data is based on consent, 
the council must be able to 
evidence the consent.  Consent 
must be by an “opt in” method. 

The types of processing activities 
which require the consent of an 
individual need to be identified 
and consents must be captured 
in a GDPR compliant manner.  

Breaches Data Controllers must report 
personal certain types of data 
breaches to the ICO without 
‘undue delay’, and where possible 
no later than 72 hours after having 
become aware of the breach.  An 
individual who has suffered 
damage as a result of a breach 
can claim compensation from the 
Data Controller or the Data 
Processor.   

How councils handle data 
breaches should be reviewed.  
Training will be required to 
increase awareness of what 
constitutes a breach and how to 
escalate investigations into 
breaches.   

Right of Access 
(Subject Access 
Requests) 

The time limit to comply with a 
Subject Access Request (“SAR”) 
has been reduced from 40 
calendar days to one calendar 
month.  The ability to charge £10 
per SAR has been removed so all 
SARs are free of charge from 25th 
May 2018. 

The SAR process will need to be 
reviewed and updated 
accordingly.  



Change Detail of Change Impact of Change 

Data Privacy 
Impact 
Assessments 
(“DPIA”) 

The GDPR makes it mandatory for 
DPIAs to be carried out in certain 
situations.  DPIAs will need to 
contain a description of the 
processing and the purpose of the 
processing and need to identify 
any risks to the personal data and 
the rights and freedoms of 
individuals, and the measures and 
safeguards implemented to 
mitigate these risks.   

DPIAs will need to be introduced 
where new technologies are 
used (e.g. CCTV or other 
monitoring) for high risk data 
processing activities (e.g. large 
scale processing of sensitive 
personal  data) or when there 
are systematic and extensive 
activities which use automated 
processing to evaluate, analyse 
or predict behaviour (e.g. 
tracking behaviour on a 
website).  See Error! Reference 
source not found. 

Privacy by 
Design 

When developing, designing or 
using services or applications 
which involve processing personal 
data, Data Controllers and 
Processors should adopt internal 
policies and measures to ensure 
personal data is protected. 

If councils introduce new IT 
systems or launch new websites 
which collect personal data 
these new systems should have 
data protection controls built 
into their designs from the 
outset. 

Right to Object to 
processing 

Individuals must be advised of their 
right to opt out of processing 
activities, including marketing.   

“Unsubscribe” methods will 
need to be reviewed.  Any 
reasonable requests to object to 
processing should be stored and 
evidenced.    

Right to Erasure An individual has a right to request 
that their personal data is deleted.  
A Data Controller must delete 
personal data unless there is a 
legal obligation to retain the 
personal data. 

Data deletion processes will 
need to be introduced so that 
data is not retained indefinitely.  
It’s likely a “data cleansing” 
exercise will need to be carried 
out prior to 25th May 2018 so 
that the council is not storing 
data it no longer requires or has 
a need to retain. 

Profiling An individual has the right not to 
be subject to a decision based 
solely on “automated processing”, 
including profiling.  This is where a 
computer, or computer software 
rather than a human makes a 
decision about an individual. 

Activities that rely or use 
automated decision making 
need to be identified.  Processes 
need to be put in place to 
allow, where possible, individuals 
to object to automated decision 
making (and e.g. request that a 
human intervenes to make the 
decision).   

Data Protection 
Officer 

A Data Protection Officer (DPO) 
will need to be appointed by 
councils.   The DPO should report to 
the highest level of management 
(i.e. full council) and must be 
informed about all data protection 
issues within the council. 

Councils and parish meetings 
must appoint a DPO. Most clerks 
and RFOs cannot be designated 
as a council’s DPO because 
they are unlikely to satisfy all of 
the requirements of the job.  For 
further information please see 
Error! Reference source not 
found. 



Change Detail of Change Impact of Change 

Right of 
Portability 

The GDPR introduces a new right of 
data portability.  This right allows for 
the data which an individual 
provided to the Data Controller to 
be provided to the individual in a 
structured format, to allow it to be 
provided to another Data 
Controller. 

It will be important to 
understand where the data is 
being stored and in what format 
to make it easier to move 
personal data (and receive 
personal data from other data 
controllers). 



CONSENT FORM 
Swanley Town Council is committed to providing transparency in all its activities to local residents and 
organisations. The council has introduced a variety of policies, procedures and statement to guide you 
through how we use a variety of data. You should familiarise yourself with these policies before 
providing consent for the council to obtain and store this information.  

“Your privacy is important to us and we would like to communicate with you about the council and its 
activities.  To do so we need your consent.  Please fill in your name and address and other contact 
information below and confirm your consent by ticking the boxes below.” 

If you are aged 13 or under your parent or 
guardian should fill in their details below to 
confirm their consent 

Name ……………………………………… …………………………………………… 
Address ……………………………………... …………………………………………… 

……………………………………… …………………………………………… 
……………………………………… …………………………………………… 

Signature ……………………………………… …………………………………………… 
Date ……………………………………… …………………………………………… 

Please confirm your consent below.  You can grant consent to any or all of the purposes listed. You can 
find out more about how we use your data from our “Privacy Notice” which is available from our 
website or from the council Office or at [insert URL].   

You can withdraw or change your consent at any time by contacting the council office.  

 We may contact you to keep you informed about what is going on in the council‘s area or
other local authority areas including news, events, meetings, clubs, groups and activities.
These communications may also sometimes appear on our website, or in printed or electronic
form (including social media).

 We may contact you about groups and activities you may be interested in participating in.

 We may use your name and photo in our newsletters, bulletins or on our website, or our social
media accounts (for example our Facebook page or Twitter account).

 [Optional Additional Activities for councils to add if not included above.]

Keeping in touch: 

 Yes please, I would like to receive communications by email

 Yes please, I would like to receive communications by telephone

 Yes please, I would like to receive communications by mobile phone including text message

 Yes please, I would like to receive communications by social media (for example Facebook,
Twitter, Instagram, WhatsApp)

 Yes please, I would like to receive communications by post



Subject access request 
The Data Protection Act gives you the right to apply for a copy of specific information 
held about you. This is known as a subject access request, (SAR). You can, if you 
wish, appoint someone to apply for you, for example a solicitor, or member of your 
family. 

To help you and to ensure confidentiality, we ask for any request to be made: 

• In writing

• With sufficient information to locate the data requested

• With sufficient evidence to confirm your identity

The fee for providing this information is £10. You can pay by phone or by cheque.
Please select Information requests from the list of services in the link:

We will:

• Acknowledge safe receipt of your request within 10 working days.

• Provide the information you seek within 40 days of payment of the fee, receipt of the
details that we need to complete the search, and evidence of identity, whichever is
later.



      Subject Access Request Form 

When you have completed the form – please print, sign and send to Data Protection 
Officer, Swanley Town Council, Civic Centre, St Marys Road, Swanley, KENT, BR8 
7BU or email to snash@swanleytowncouncil.gov.uk 

Under the Data Protection Act you have a statutory right to request what personal 
information the council holds about you and what it uses the information for, subject 
to certain exemptions. 

To help us carry out this request, please carefully complete this form, read and sign 
the declaration and then send the completed form, along with proof of identity to 
‘Swanley Town Council’. 

To pay your £10 fee please you may enclose a cheque or ring to make payment to 
the Finance Officer on 01322 665855 

In order to protect your confidentiality, you will need to supply proof of your identity. 
Acceptable evidence is an official identity document containing a photograph, such 
as a current passport or driving licence. You can take this document to show at any 
council reception point including customer service centres, or alternatively you can 
send a copy via email to snash@swanleytowncouncil.gov.uk or by post to the Data 
Protection Officer, Swanley Town Council, Civic Centre, St Marys Road, Swanley, 
KENT, BR8 7BU  

Section 1 - details of the person making the request 

Title: 

First name(s) 

Last name: 

Date of birth: 

Address: 

Daytime Tel No. 

FORM REFERENCE: 

Email: 

mailto:snash@swanleytowncouncil.gov.uk
mailto:snash@swanleytowncouncil.gov.uk


Section 2 - are you requesting information about yourself? 
If yes - please go to section 4 
If no, if you are making the request on behalf of another person you must enclose 
with the request a signed authority from them to do so. If you are making the 
application because the data subject lacks capacity to make the application in their 
own right please outline your authority to make the application in their stead (for 
example, Power of Attorney).  
You should enclose a copy of any evidence that you may have of that authority. The 
Council will contact you if further evidence is required. (please complete section 3) 
Section 3 - details of the Data Subject (if requesting information on behalf of 
someone else) 

Title: 

First name(s): 

Last name: 

Address: 

Daytime Tel No. 

Email: 

Relationship to subject: 

Section 4 - describe the information you are requesting 

Please be as specific as possible and include all relevant departments’ i.e. Venues, 
Link Centre, Finance, customer services etc. If you would like to see only specific 
document(s), for example a specific departmental file or form please describe these 
below. Please note that if insufficient detail is provided, we may have to come back 
to you to clarify. 

I certify the information on this form is true and correct 

Signed:    Date: 

If as a result of the search you are dissatisfied with the way we are using your 
personal information you should raise the matter with the Data Protection Officer 
who can be contacted via the address above. We will do everything we can to put 
the matter right and if we disagree with you we will tell you our reasons. The Data 
Protection Officer will be happy to give you an explanation of your rights under the 
Data Protection Act. 
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